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Executive summary 
 

Hoffman's description of Hybrid Threats1 (hybrid threats - asymmetric risks) in the 
context of the intervention to destabilize a country has become highly relevant for Moldova. We 
are witnessing direct and indirect interventions from outside forces and inside stakeholders to 
achieve complex political, territorial, military, economic, and electoral goals as well as the 
subversion of democratic institutions in the region. Misunderstanding or turning a blind eye 
towards the threats which result from potential and unfolding hybrid interventions makes the 
government incapable of managing subsequent challenges effectively. The consequences could 
be unpredictable and unforeseen. It can result in a forced diversion of a nation’s democratically 
legitimate political course; or the territorial fragmentation of the country and engender hostilities 
akin to a national or localized civil war. 

Modalities to achieve these goals are known as the hybrid warfare mix of measures 
(Section 4.2), which consist of: targeted diplomatic initiatives against the country, direct and 
subtle political influence upon the political actors in the country, informational warfare using 
external and internal conventional and new media tools, economic pressures using imposed key 
production factors or the manipulation of the exchange rates. Furthermore  imposing barriers for 
exports, facilitating terrorist attacks which target the provocation of the chaos, externally 
supported insurgencies with the aim of taking control of some regions power, the specific actions 
of forces and specialized groups to create alternative powers and authorities and demonstrating 
excessive military power in the region to induce volatility and mass aggressive support. 

Decision-makers (representatives of the executive, political leaders, public security and 
intelligence services, police, emergency response services) need insight into the goals triggered 
by a hybrid warfare intervention. By understanding the goals and implications of such an 
intervention it is possible to devise measures to address them. Hybrid warfare is complex and 
therefore counter preparation and subsequent actions will have to be cautiously thought out and 
strategically organized– the response should be tailored in a similar complex and multifaceted 
manner, yet at a larger cost and effort to maintain stability in the country. The cost and type of 
the response (preventive and combative) are much higher given the country’s many 
vulnerabilities. In the absence of preventive measures, reactive responses will result in failure or 
inefficiency and as demonstrated by recent regional experience in Ukraine, this results in high 
costs that may become even prohibitive in nature. In a number of situations decision-makers are 
unable to identify the nature of the threat and thus have little chance to effectively guide the 
process or control or combat it. The result may be a disaster. 

In this paper we propose to (better word) systematize the discussion of the hybrid or 
asymmetric threats given the context of the current developments in Ukraine (Chapter 2). Each 
identified threat is discussed in terms of nature, quantity, dynamics and likelihood of emergence. 
The threats playoff is likely to be developed into one of the 3 basic scenarios of the intervention 
– exemplifying for the sake of comprehension - exploited by a synergic effort and with the 
participation of external and internal actors. Internal and external stakeholders are identified 

                                                             
1 F.G. Hoffman, ‘Hybrid Threats’: Neither Omnipotent Nor Unbeatable, 2010 
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(generically) as the scenarios of intervention by the protagonists.. The nature of actors is 
multivariate, including possible political and public entities, extremist or even moderate groups 
that can be polarized and criminal groups and commercial actors which  all form part of a the 
lucrative system to achieve outlined goals. We also propose a series of actions as mitigation 
measures to counteract the identified risks. The analysis is a generic one – a more 
comprehensive exercise involving all relevant decision-makers across competent authorities will  
follow.  

We discuss implications for different actors that can be used as tools for the asymmetric - 
hybrid warfare interventions (Chapter 3). Among these actors who play a potential role are 
subservient political forces motivated by outside interests, political forces driven by revanchist 
attitudes, undemocratic extremist groups, moderate  groups with likely  instabilities, 
opportunistic criminal and organized crime groups and the business sector capable of instigating 
significant economic disruption. In Chapter 4 we evaluate strategies of the external lead actors 
interested in destabilizing the situation in Moldova. 

We discuss three hypothetical scenarios that can materialize as intermediate or 
evolutionary in different stages in certain circumstances. What triggers the shift from one to 
another scenario is a matter of the situational and opportunistic features depending on some 
internal actors or with the decisive support from the external actors. The 1st scenario intervention 
‘minimum’ (Section 1.3) is identified as having the purpose to dwarf or disrupt a political course. 
The scenario intervention is based on the actions of political, informational and economic 
warfare. This scenario aims to produce a political mandate. Considering the upcoming 
parliamentary elections and subsequent potential political instability these could have a major 
political impact. 

The 2nd intervention scenario ‘medium’ (Section 1.4) expands on the previous one and 
targets the additional legitimacy of the authorities and aims at the fragmentation of the country in 
some regions. In practice it escalates diplomatic intervention measures by involving international 
diplomatic measures with accentuated direct interventions in the country which involve political 
leaders subject to dishonest and corrupt deals, undercover agents, mercenaries’ insurgents and 
financial resources to facilitate the aggressive behavior of terrorists or forced secessionist 
movements. This scenario could not only result in the diversion of a politically democratic 
course (1st scenario) but also in the territorial fragmentation of the country. 

The 3rd intervention scenario (Section 1.5) aims to trigger clashes that can result in major 
civil conflicts that exceed the 2nd scenario with the deployment of large numbers of insurgent 
forces within the country, providing them with weapons and military guidance and setting up 
paramilitary groups. Furthermore,   intelligence as and symbolic displays of military force at the 
state border are used. This scenario aims to induce a state of civil war and a partition of the 
country. 

Mitigation of the outlined threats requires thoughtful complex measures. The size of the 
informational war in its most extreme form may require a solution of blocking highly harmful 
programs or stations entirely. The size and the nature of the economic pressure upon the country 
are so that such a solution will be only able to partially mitigate the negative influences. 
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Intervention from the National Bank of Moldova and the Competition Council may partially 
mitigate market manipulation. Embargoes are inevitable and political negotiations can often 
prove to be ineffective. To obtain preventive measures and penalties from the WTO is only 
possible if procedures are launched immediately. 

An alternative western gas pipeline may undermine blackmail regarding the price of gas. 
To counteract the size of the interference in political development the following are 
recommended: visibility of governance outcomes, increased presence of pro-European messages 
and maximum avoidance of actions that are likely to cause outrage. Subversive aggressive and 
illegal actions can be controlled by regulations adopted by the competent efforts of the 
authorities. The presence of an absolutist and autocratic image including a religious extremist 
leadership may switch voter preferences; this is one of the challenges that needs to be addressed. 

Regarding the mobilization and active disobedience of some segments of the society we 
recommend engagement and series of preventive actions as well as the creation of direct 
communication platforms with different social groups. The formation of various communication 
channels with local politicians and local leaders, such as through weekly meetings to determine 
the expectations and needs of the population is imperative.2 The control of financial flows, 
especially those of illegal and criminal groups is extremely important. Finally, discouraging the 
use of weapons and monitoring firearms and weaponry deposits is another important factor in 
reducing the impact of a hybrid threat. 

In regards to the threat of terrorist attacks, military groups’ separatist insurgents actions 
require building skills as well as developing  thorough and deep analysis of the various people 
who have entered the country, including those in high risk groups and economic migrants from 
Russia. It is imperative to train the military and police to handle the variety of the situations as 
well as to secure their loyalty. The transfer of technology and skills in the field of 
counterterrorism activities during destabilizing conditions is urgently needed.. 

In a nutshell Ukraine presidential elections would yield some type of foreseeable stable 
(equilibrium) situation with either stable power in control across the country or stable with the 
fragmented in 2 oblasts – Luhansk and Donetsk – with stronger separatist movements. The focus 
of the attention will turn to Moldova, where 1st scenario could yield overall control over 
Moldova, 2nd scenario will damage further the legitimacy of the European integration path and 
3rd scenario will make not only the European integration process impossible but will provide 
added-up source of instability with high spill-over potential onto South Ukrainian regions of 
Odesa and Herson.           

                                                             
2 See Joint Policy position: Consolidation of Moldovan societal support for the European path by addressing 
forthcoming concerns and risks, February 2014, by National Participation Council (CNP), National NGO Forum, 
European Partnership Platform Moldova 
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1. Analysis of factors and their implications 
 

This chapter contains all of the factors that are taken into consideration in order to construct 
possible scenarios. The discussed mix of the hybrid threat interventions are not provided for 
under international law and therefore the aggressors can achieve their goals by the use of other  
alternative measures.  

 

1.1 Influencing factors 
 

Table of 6 major factors that influence the situation with the exception of the military one3 

A. Social groups 
(expectancy, needs) 

B. Economic factors C. Political factors 
E. Factors related to 

public authorities 

D. Informational factors F. Societal actors 
factors 

G. 
Geographical-

territorial 
factors 

Target - 1 mln 
people 

Target – 2-3 bil USD Target – 40-45% 
Russophile 

population, 60% 
authoritarian models, 

reduced belief in 
authorities, 30-50% 
penetration of secret 
services from abroad 

Target – 100% media coverage 
from Russia, 50% penetration 

of new media 

Target – extremist, 
religious groups, 

criminal groups, large 
corporations 

Target – 
Russophile 

regions, 
impoverished 

regions, ethnic  
minority 
regions 

A.1.Elderly people 
(0.4 mln). Material 
support, security of 
perception, 
authoritarian models 

B.1. Price of gas 
imported from 
Russia (400 USD), 
possible rise 50-
85USD (as in 
Ukraine), possible 
growth of 0.5 bil 
USD, percentage in 
cost structure of 
heating, etc. 
100% dependence in  
Transnistria  

C.1.Parties’ satellites 
to Russian federation 
(Social Party of 
Moldova, Partidul 
nostru) – 3-4% with 
some capacity to 
mobilize population 

D.1. Media propaganda with 
high popularity and coverage: 
1) Первый канал, 1tv.ru 
(Prime.md), 2)  НТВ, ntv.ru 
(tv7.md), 30 Россия 1, 
russia.tv (canal3.md) 
Int’l: 1) https://ruptly.tv/,  
youtube.com/user/RuptlyTV, 
2) http://rt.com, 
youtube.com/user/RussiaToday 

F.1. Extremist groups G.1. Găgăuzia 
(dominated by 
Russophiles) 

A.2.Unemployed,  
irregular job holders, 
flee market sellers 
(0.2 mln) Survival, 
transactional 
interests, appraisal  

B.2.Reduction of 
transfers, remittances 
given interdictions to 
work in Russia (0.3 
bil USD) 

C.2 Parties with 
embeddedorientation 
towards the East and 
Russophile (PCRM) 
– 35% of electorate 
with capacity to 
mobilize population 

D.2.ВКонтакте, 
Одноклассники, Facebook 

F.2. Moderate groups 
financed 
opportunistically from 
pro-Russian companies 
or the Russian Embassy. 
Support in principle for 
pro-Russian policy, 
mobilization of pro-
Russian choice. In some 
conditions they can be 
mobilized and become 
extremists.  

G.2 Taraclia 
(predominantly 
Russophile) 

A.3. Russophile 
population of which 
part is extremist and 
largest is moderate 

 B.3.Embargos of 
wine and agricultural 
production (0.3 bil 
USD) 

C.3. Behavioral 
models that praise 
dictatorship (Putin) 
60% popular with 

D.3. Consistent use of person-
to-person dissemination of 
information (public places as 
stations, public transports, flee-

F.3. Moldovan 
Orthodox church in 
Moldova and related 
extremists groups  

G.3 Bălti 
(important 
predominantly 
Russophile 

                                                             
3 Pro-rusă înseamnă în acest document politica autorităților Federației Ruse 
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(0.4 mln) Identity 
association 
according to the  
polarization of 
opinion, fears, prefer 
authoritarian against 
democratic 
leadership and 
democracy 

resistance of 
independence low 

markets, taxes) city) 

A.4. Gagauz 
autonomy 
population (0.02 
mln) 
Complementary 
perception induced 
by the non-
functionality of the 
autonomy 

B.4.Inflation rate and 
conception price rate 
(currently 5-6%) 
higher risks given 
higher speculative 
concerted behavior, 
rising up to 10-12% 

E.1. Low support and 
trust in authorities’ 
30% and political 
elites in Moldova, 
and support of more 
than 60% for Putin 
and only 40-50% for 
European leaders, 
western leaders. 
Paternalistic 
expectations, and 
desire for support 
from Russia. 

D.4.  Newspaper coverage: 
Komsomolskaya Pravda v 
Moldove, 
Moldavskie Vedomosti,  
Panorama, pan.md,  
Priznanie Foundation,  
Novosti Moldova press 
agency. 

F.4. Criminal groups. 
Criminal groups and 
organized criminal 
groups function on the 
territory of Moldova. 
Their interests are  
largely correspondent 
with eastern and western 
criminal transnational 
organized crime groups. 
Drug trafficking and 
arms trafficking are 
preferred by eastern 
criminal organized 
groups and therefore 
opportunities exist to get 
involved and earn 
money and status in 
society. 

G.4 Security 
zone (territory 
under the 
special security 
measures  along 
the border with 
Transnistria) 

A.5. Religious 
groups (0.02 mln) 
Affecting religious 
perceptions and 
traditions, fanatic 
perceptions, partial 
violence 

B.5. Supplementary 
dependence of 
agricultural products 
exported to Russia if 
embargo imposed 
(0.2 bil USD) 

E.2. Corruption is in 
top 5, and quality of 
public services is 
perceived as very 
low. 

 F.5. Big business from 
Russia. Wine business, 
banking business (recent 
acquisition of Banca de 
Economii by  
VnesheKonomBank-
Russia, UniBank, 
Moldincombank), 
MoldovaGaz, 
Metallurgical Plant in 
Ribnita, Cuciurgan 
power station, “5” 
Market Network, 
Chisinau airport, many 
shops and companies, 
are strongly linked to 
Russian sphere of 
interests.  

G.5 Chisinău 
(important 
Russophilearea  
) 

A.6. Migrants from 
Russia (0.3 mln) 
Affecting economic 
interests in Russia, 
potentially will  seek 
to bestow  
responsibility upon 
the Moldovan 
authorities. 

 E.3. Deep penetration 
of security services 
by Russia in the 
fields of public order, 
army and Security 
services (at least 
around 30%). 
Influence of pro-
Russian parties 
(PCRM) in these 
bodies remains 

 F.6. Business with cash 
and cash sales 

G.6 South-east 
of Moldova 
(Gagauz, 
Taraclia and 
Cahul as well 
as Transnistria) 
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2010 Parliamentary Election Results 

 

Legend: Blue color represents the current democratic coalition, while red color stands for the Communist 
party and affiliates.4 

 

                                                             
4 http://en.wikipedia.org/wiki/Moldovan_parliamentary_election,_2010  
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1.2 Possible scenarios   
 

Certain probability of the occurrence of risk factors suggests the possibility of developing 
3 scenarios which represent the materialization of the external intervention strategies. The 
possible materialization of the strategies can take shape as one of the three intermediaries  
outlined below or as evolving option shifting from one intermediary position to the next level of 
the escalation as more risk factors are employed.  

(The 1st) Minimum intervention scenario is the scenario where 3 intervention actions will 
increase in boldness, synergies and become more focused. They will be directed specifically to 
secure the achievement of certain political goals to change the country’s political course. In 
particular economic pressure and means will be exploited more creatively given the increasing 
control of internal institutions. At the same time the direct support for the country’s political and 
public actors will increase. This scenario is apparent in the measures of the Russian government, 
yet a key difference is the implementation of qualitative growth, penetration and coordination 
which are coordinated centrally. This scenario is political in its strategy and aims to deter the 
nation’s political course from a path to European integration. The possibility it can be 
accomplished is high given the substantial degree of potential instability while the country 
approaches national elections or significant political events such as the signing of the EU 
Association Agreement, Independence or Language days. The realization of this scenario will 
bear costs for society, such as the reconciliation and reestablishment of previous cohesion. This 
would require time and it is likely that the created divisions will mark the following decade of 
the country’s developments.  

Table of Aims and Intervention actions related to the 3 key scenarios 

Aim: Aim: Scope to 
change the nation’s 

political course 

Aim: Scope to change the 
political course + secessionist 

encouragement 

Aim: Scope to change the political course + 
country partition and civil war 

Type   
Minimal intervention 

scenario actions: 
 

 
Medium intervention scenario 

actions: 
 

 
Maximum intervention scenario actions: 

 

meas
ures 

 
 
(2) Political 
influence, 
(3) Informational 
warfare,  
(4) Economic 
pressures  

 
 

(1) Diplomatic initiatives, 
(2) Political influences,  
(3) Informational warfare,  
(4) Economic pressures  
 
(5) Terrorist attacks and 
actions. 
(6)Mobilization for civil 
disobedience of the population  
 

(1) Diplomatic initiatives, 
(2) Political influences,  
(3) Informational warfare,  
(4) Economic pressures  
(5) Terrorist attacks and actions. 
(6)Mobilization for civil disobedience of the 
population  
 
(7) Externally supported insurgences, 
(8) Actions directed at public institutions by 
some organized forces and specialized units, 
(9) Symbolic display of military power in the 
region (Transnistria or air-fleet). 

cost Reversible changes, 
time cost 

Partly reversible changes with 
substantial costs and 
consumption of time 

Irreversible changes with significant cost 
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(The 2nd) Medium intervention scenario is an escalation of intervention measures 
involving international diplomatic initiatives to isolate the country and reinforcement of 
interventions in the country using undercover agents, mercenaries, insurgents and financial 
resources to engender terrorist and subversive aggressive behavior. This scenario involves the 
advanced manipulation of the population through media, creating groups and large segments of 
the population who are set on and encouraged to protest against the legal order and who fall 
under aggressive disobedience and the formation of zones which are instable. This scenario may 
be similar to the situation in Donetsk, Luhansk, Kharkiv and Odessa during the initial stages of 
unrest in Eastern Ukraine following the election of a new government in Kiev. This scenario 
does not only aims at changing the political course of actions but also at the territorial 
fragmentation of the country by establishing parallel power structures and de-legitimization of 
the existing ones. This scenario produces partly irreversible consequences for society. It requires 
time  to rebuild the coherence destroyed by the social division created , coupled with the attacks 
and direct social confrontation that are likely to widen the social disparity and make society even 
more polarized not only politically but on all accounts.. Possible casualties and personal 
tragedies are likely to cause further divisions. 

(The 3rd) Maximum intervention scenario is a very advanced form of intervention that 
capitalizes on the previous intervention and extends upon it with the additional use of insurgent 
forces in large numbers across the country’s regions, providing them with militarized units and 
cells and with weapons and military guidance, demonstration of military forces on the state’s 
border or by flying over the country’s territory. The measures of previous scenarios’ are 
sharpened and synchronized to force the armed power to display the boldness of their actions. 
This scenario can be seen through recent developments (April-May) in Donetsk and Luhansk. 
This scenario aims to provoke a large state of civil war and the eventual breakup of the country. 
These scenario costs are significant and irrecoverable in the time span of the first generation.   

In reality there is no clear delineation between each scenario. A script can be run with 
one scenario, however depending on the society and state resistance that is subsequently 
transformed into another scenario, opportunities, various groups and societal support matter. 
Although the goals of the intervention can very clearly be formed through  certain centers  of 
influence, their implementation can be guided by several factors of opportunity on the ground 
and with the participation of public, political, private and newly emerged centers of influence. 
Attention should be given to the people with criminal records with both citizenships (Moldovan 
and Russian) who have been active in other areas and regions with military or business 
backgrounds. External and irresponsible internal actors are keen to create the irrecoverable costs 
for society in order to make it less coherent and very vulnerable.  

 

1.3 Minimal intervention scenario 
 

Usually this intervention aims to achieve political objectives and is especially used 
around major elections and electoral processes, or as a protracted effort around a number of 
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significant public events that can generate public confrontation. In case of Moldova, these could 
be series of events of the signing of an EU Association agreement, Language or Independence 
Day. The objectives are clear, namely: 

 1) Influencing voter preferences, 2) determining the change in political positions of some 
actors (who are in government, regardless of affiliation), 3) creating competitive advantages for 
certain political actors. 

Scenario with minimal intervention provides for the following measures: 

- (2) Political influence, 

- (3) Information warfare, 

- (4) Economic pressures. 

Political influences will employ at least several actions. Satellite parties (C1) will be 
assisted through different means (financially, technologically (organization, consultation), media 
asset transfer, access to public image transfer, etc) in order to create some political advantages. 
These political parties (C.1 - satellite parties to Russian Federation (PSRM5, Partidul Nostru6, 
PSD7)) will aim at - 3-4% percent to consolidate their activism and public visibility and public 
outreach capacity at active public mobilizing society. Other parties who are doctrinally 
compatible with the aims of the external aggressor will be courted indirectly (C2) in the event to 
form a possible political coalition. PCRM is supported indirectly (C.2 parties doctrinally 
compatible with Russian objectives (PCRM) - 35 % of the electorate) specifically through 
possible transfer of images and media coverage of the secondary important leaders from Russia. 
PCRM has high capacity public mobilization of the population.  The result of the action will be 
create a favorable political  platform for Russian objectives. 

The target is to extend and consolidate favorable electoral political behavior change of 1 
million people, as shown below (A1- A6): 

• A.1. Elderly people (0.4 mln). Support or promise material and reminiscent perception 
security, recognition in society authoritarian government.  

• A.3. Russophile population that is made of substantial moderate (0.4 million), yet with 
some extremist segments, the former could be polarized by a group identity and sense of 
security, the fear of threats (invented fascist accusations), the absolute leader’s behavior 
preferences to counterbalance Western democracy.  

• A.4. Population of autonomous region of Gagauzia (0.02 million),  similar to the above 
reasons, perceived failure of the functioning of their autonomous status.  

• A.5. Religious groups (0.02 million) - impairment of religious and traditional 
perceptions: fanatical and violent response against some liberal values.  

• A.6. Migrants from Russia (0.3 million) – if barred from entrance to Russia and talked 
into prime responsibility of the current government - their economic interests suffer and 
all negative responsibility will be transferred on the Moldovan authorities. 

                                                             
5 PSRM – Socialist Party of Moldova with Igor Dodon as a leader 
6 Partidul Nostru  - newly transformed party with Renato Usatii - a businessman who acquired his fortune in Russia 
7 PSD - Social Democratic Party of Moldova with Victor Selin as a leader 



Resource Center for Human Rights (CReDO). Hybrid Threats: Implications for  Moldova - 2014  

 

 

12 
 

In this regard, informational warfare measures will be used at extreme points. The war could 
reach a high intensity comparable to the current situation in Ukraine. For each social category outlined 
there will be specific messages targeting the actual fears and expectations as well as deepening the divide 
and polarization in society. Meanwhile large segments of society are pushed into a state of active 
resistance and mobilization against European integration. The actors involved in the informational 
warfare or disseminating propaganda will be facilitated, trained and provided with consultancy (in-house 
and at their disposal) as well as gaining access to additional resources to facilitate influence on these 
segments of society. 

The main tools of influence will be propagandistic television outlets which transmit programs to 
the Republic of Moldova from abroad and partially from within Moldova, as well as print media and last 
but not  least the social networks below ( D1 -D4 ), (F1 -F3). Extremist or religious groups which are pro 
- Russian or encourage ethnic polarization will have the task of polarization and instilling fear into public 
opinion, creating of a platform pole crystallized on the divisions in society. Possibly this platform pole 
can be used as a reference concentration for the moderates under some circumstances. Moderate groups 
will be targeted by actions seeking to strengthen the opposition to European integration and possibly 
disloyalty to the current public authorities in the run up to the elections or at other events. All of these are 
directed towards the build-up of the activated, socially opposite and supportive part of the population. The 
primary groups targeted : 

• F.2. Opportunistic, moderate or pro-Russian groups. Financed by Russian sources. 
Mainly support pro-Russian policy and are mobilized for pro-Eurasian integration. Can 
be mobilized and pushed to the extremes by setting up acts of provocations  

• F.1. Extremist groups, including religious ones,  
• F.3. The Moldovan Orthodox Church and Orthodox extremist groups. 

 Practice shows that some moderate groups can be manipulated through a series of actions 
in order to transform them into extremists. The escalation can happen over a period of a few 
months so that their extremist nature becomes their predominant identity. Thus the aim is to 
mobilize moderates to evolve into extremists by dividing society into a face-off between the so 
called “fascists”-and “nationalists”. This subsequently creates an environment for confrontation 
and larger support.  

Television and other media resources that can be used are: 

• D.1.Propaganda actions by audiovisual outlets: 1) Первый канал, 1tv.ru 
(Prime.md), 2)  НТВ, ntv.ru (tv7.md), 3) Россия 1, russia.tv (canal3.md) 

• D.2.ВКонтакте, Одноклассники, Facebook 
• D.3. Dissemination of information face to face in public spaces and places 

(public transportations, bus and train stations, private carrier –taxis, flee markets, 
etc) 

• D.4. news-papers with bold coverage: Komsomolskaya Pravda v Moldove, 
Moldavskie Vedomosti, Panorama, Priznanie , Foundation, Novosti Moldova 
press agency. 

Economic pressures make up an implicit part of the same set of tools of influence (B1-B5 
– see below). Cumulative efforts may produce an economic impact valued at 2-3 billion dollars 
(within less than a year), an amount comparable to the amount of the budget of the Republic of 
Moldova. Obviously, the goal is to reduce the flexibility of politically disloyal actors (who are in 
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government) in order to force them into a less popular and competitive position in the electoral 
process compared to the politically loyal actors. The substantial control of Moldova’s banking 
industry by the Russian Federation makes a manipulation of the exchange rate possible, resulting 
in reduced purchasing power and the perception that the Moldovan currency is instable. The 
Russian Federation anticipated a rise in the price of gas in 2014 (see the example of Ukraine to 
485 USD, a10% increase from 400 USD - per cubic meter). This primarily impacts perceptions 
and wellbeing of the society and subsequently creates an increase in energy bills for households 
or businesses.   

The given economic instruments represent additional means of pressure: 

- B.1. Price of gas imported from Russia is likely to rise  (over 400 USD now, likely to 
reach 485 USD), households fear higher prices for heating, an increase in the price of 
internally produced goods which have gas as an important component in their pricing 
structure. Transnistria is wholly dependent  

- B.2. Reduction of transfers and remittances which therefore ban migrants working in 
Russia (0.3 billion USD),  

- B.3. Embargos on wine and agricultural production (0.3 billion USD), 
- B.4. Inflation rate and consumer price indexes (currently 5-6%) risk factors. A speculated 

rise to 10-12%,  
- B.5. Additional non-agricultural export dependence in Russia under embargoes (0.2 

billion USD),  
- B6. Sales business is important by the number of employees and many relate to 

significant imports from eastern area, they will be adversely affected by the opening of 
borders with the EU in the west and more imports from EU. 

 Adverse impact foreseen: Accumulation of the factors is sufficient to have an influence 
on a significant part of the electorate political option (given that 7-8% of the time this offers a 
political advantage for the governing coalition, given that 25% are indeterminate and 20% of the 
electorate are migrants returning from Russia). The most significant impact may determine the 
choice of low and middle income voters who opt for promises for greater stability (the primary 
concerns of the Moldovan public are salary and living standards). Russophile segments will 
respond these  messages by rather consolidating given their perception of the security situation 
affected, higher polarization and the option to respond to the calls of the Russophile parties 
(again due to sense of security which affects identity affiliation). Big business with ties to the 
Russian Federation (30%) will opt for the pro-Russian option given that some possible incentives 
would be provided and therefore their employees would be likely to follow the instructions of 
their managers. 

 

Measures to mitigate relevant concerns and vulnerabilities  

In the case of an informational war materializing in its most pronounced form, there 
might be only one solution to block harmful programs or channels entirely. This is the most 
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drastic solution that can generate additional political and diplomatic confrontation.8 The crisis in 
Ukraine shows that it is only a partial solution as retransmissions can be realized by other 
methods of cross-border transmission or cable and the internet. It is likely that national and 
international legal procedures will be used to challenge the decision. Justification for blocking 
action of the broadcasters may come from the fact that there is no effective remedy available in 
the Russian Federation and the Republic of Moldova to hold Russian channels/broadcasters 
accountable for the noncompliance with journalistic ethics and professional standards of 
balanced and fair journalism.9 

Regarding the exercise of economic pressure there is only one possibility to decrease 
negative influences caused by economic factors. The cumulative effect will have a significant 
negative impact. However, the National Bank’s intervention can mitigate the manipulation of the 
foreign exchange market (the recent issue of several banking assets raises the risk of the 
occurrence of concerted manipulation) coupled with preventive actions of the Competition 
Council to control manipulation of the exchange rate market. Embargoes would be inevitable, 
and political negotiations prove to be ineffective. The option of appealing to the World Trade 
Organization (WTO) in order to obtain preventive measures and penalties would only be 
possible if the procedures are instigated with immediate effect. Authorities have avoided using 
these tools and previous experience of their effectiveness is not clear. Russia is most likely to 
threaten and maybe even to suggest a price increase up to 485USD per cubic meter of gas (see 
recent events in Ukraine) with likely effect on energy stability and a direct impact as the 
country's negotiating capacity in this regard is very limited as the western Iasi (Romania)-
Ungheni (Moldova) gas pipeline is still not functioning (scheduled for Autumn 2014 but only 
with a limited operating capacity).  

Regarding the interference with the political development, mitigation measures may be 
brought through increasing the visibility of the achievements of the current government, the 
increased presence of messages and European actors in this period: avoidance of any actions that 
may compromise or provoke scandalous perceptions of the actions of government (privatization 
irregularities, twisted public tenders, etc). Aggressive and illegal actions (using illegal or foreign 
financial resources) of the Russophile political actors can be controlled by adopting regulations 
and by efforts from fiscal authorities to scrutinize cash flows and for the Central Electoral 
Commission to follow through the early financial resources used for the political campaigns. Yet 
the last actions may also be perceived as victimization of these actors and therefore make such 
actors’ visibility higher. The penetration of the image of the Russian leadership (Putin) and its 
religious leadership may increase votes for the pro-Russian option and there is little one can do 
about this. 

 

1.4 Medium intervention scenario 
 

                                                             
8 Russian state broadcasters clearly qualified as propaganda outlets and have the most adverse effect on the targeted 
population as part of informational warfare. 
9 The Union of journalists of Russia is politically subordinated. The Press Council of journalists cannot enforce their 
decisions and audiovisual regulation is effectively absent.  
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The medium intervention scenario aims at achieving the partial fragmentation of the state 
by curbing and delegitimizing authorities in some regions, and in some cases substituting them 
with parallel ones. The objectives of the scenario are: 1) delegitimizing central authorities, 2) 
consolidation of pro-Russian and pro-secessionists forces, 3) taking over the de facto power in 
the region including through the use of the paramilitary forces. 

In a scenario classified as medium intervention the following measures are used: 

- (2) political influence , 

- (3) informational warfare, 

- (4) economic pressures, 

as well as those from the previous scenario: 

- (5) terrorist attacks, 

- (6) mobilizing groups for with violent intentions of, 

- (7?) diplomatic initiatives. 

The measures of intervention at this level include enhancing and adjusting measures used 
in the previous scenario ((2), (3) and (4)) and supplementing them with new measures. Previous 
measures are adjusted to achieve the new goal. Thus new vulnerabilities are targeted and 
additional resources are channeled to support the secessionist perceptions and feelings, including 
permeation of the justification for secessionist ideas by manipulating false and misleading 
information. This scenario involves advanced manipulation of the population, the creation of 
groups and large segments of the population who do not obey the authorities and laws and 
formation of territorial areas of instability. Geographical areas that affiliate themselves as 
Russophile are Gagauz, Taraclia (Bulgarians), Balti (assimilated Russophile Ukrainians) and 
Chisinau, which are the main subject of such actions.  

Diplomatic measures come into play at the international level, mostly in an attempt to 
isolate or portray Moldovan Government as “violent”, “nationalistic”, “corrupt” and 
irresponsible that lost people trust launched to isolate the Republic of Moldova and create 
convenient international opinion. Most likely attempts will be carried out at OSCE level 
delegitimizing Moldova’s capacity to negotiate the conflict and at the UN, where Moldova has a 
weak presence. Blocking Moldovan diplomatic initiatives can be achieved by resorting to the 
violation of human and minority rights. 

The most important factor is to add up measures carried out directly in the country using 
undercover agents, mercenaries and insurgents aided by financial resources to determine terrorist 
and subversive aggressive actions. The subversive actions aim at challenging the law and order 
and further polarize society; the polarization will attract some segments of the society to arm and 
form self-protecting groups and paramilitary units. The latter will be most likely centered on 
insurgents or undercover agents and represent the hardliners. It is likely that the parallel 
authorities’ initiatives will informally communicate between themselves to share information and 
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intelligence. In its extreme form similarities will be found with the situation in Donetsk, 
Luhansk, Kharkiv and Odessa during the period when the new government was appointed in 
Kiev. The main influences can be targeted to strengthen secessionist movements to: 

• G.2 Gagauzia and Taraclia (mainly Russian subsidiary)  
• G.3 Balti (important Russian population-Russophile population)  
• G.4 Security Zone (areas along Transnistria region) 
• G.5 Chisinau (important population of Russians) 

In these geographic regions paramilitary groups are likely to be created as well as 
insurgent groups to mobilize initially rudimentary groups (initially the use of weapons and light 
arms) into more organized ones capable of imposing parallel structures. Protests are organized 
and streets , highways are blocked. Government buildings and regional administrations will be 
the first initiatives with the aim of later taking them under their “people’s” control. The key aim 
is the non-recognition of the election results organized by the central government. This strongly 
delegitimizes the existing authorities and forms the parallel power that provides de facto 
protection, authority and direct contact with needs of the “people and society”. This is done in 
combination with further mobilization and activation of various social groups which capitalize 
on their dissatisfaction with the existing authorities. Using active groups mobilized to exert 
influence on the authorities and the government continues to favor separatist initiatives. Some 
local leaders and public figures encouraged by society will be used actively in this process.  

To support activities and actions of various groups including providing financing for the 
key actors in the paramilitary units and core persons in socially active groups, channels in the 
banking sector are used with the aid of special bank accounts across the country, employees and 
resources of the large enterprises with capital from the Russian Federation are made available to 
support and back up the activities. Another method for the organization and sustainment of such 
activities is to even provide the core actors in some areas from opportunistic shadow economy 
and criminal groups. Most likely, the inner groups of the military and paramilitary units will be 
made up from the  groups of people with some criminal past or even parts of criminal groups and 
so called “people” representatives are likely to come from the same groups to achieve individual 
interests and short-term benefits. Local leaders – political and economic – would prefer others to 
deliver the results while using back channels of the communication with them.10  The assembled 
opportunistically decentralized and multivariate network of groups seem to act independently, 
yet their focus in reality align with the outlined objective and therefore part of the set out 
scenario managed by internal and external forces.  

Supporting actors may be: 

• F.5. Big business from Russia operating in Moldova. The wine industry up to industry and 
banking sphere (the recent acquisition of the Banca de Economii by the Russian state 
controlled VneshKomBank, Unibank, Moldincombank) MoldovaGaz , Tetallurgical plant in 

                                                             
10 This strategy has been used recently in Ukraine where local oligarchs “supported controlled” leaders that stepped 
up in the first raw, yet, later the former lost any control of them, the later being taken over by the external forces or 
even much more separatists and extremists groups, including organized crime and security services from other 
countries.  
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Ribnita, Wineries in the south, Electricity generation station at Cuciurgan networks, 
supermarket chains "5", Chisinau Airport, retail and sales food companies, etc. . 

• F.4. Criminal groups. Organized criminal groups operating in Moldova are likely to target 
some territories with more substantial presence and influence11. Their interests are preset in 
both in the East and the West. Drug and arms trafficking are the specialty of the organized 
criminal groups in the east and  the opportunities to destabilize drug and arms trafficking 
through this region are attractive for organized criminal groups. 

• F5. Local and regional political leaders (formal or informal, economic or political) in 
cooperation with political forces of pro-Russian or doctrinal oriented towards the East can 
embrace more extremist messages and are likely to provide knowledge, information and 
informal support fishing for their presumed benefits. 

 As a result there will be a network of groups (military groups, paramilitary units, isolated 
bands, organized social groups among the public who claim legitimacy) that are loosely 
connected to the  buildup of the complete distribution of all necessary functions linked to the 
local public leaders as well as to national leaders. The network engages in activities to stimulate 
public presence, they will mobilize extremist groups that in turn polarize and moderate groups. 
Representatives of criminal groups’ will ensure the transfer of financial resources and provide 
some human resources. Business leaders will facilitate the flow of administrative resources and 
channel them accordingly. This complex structure can collect intelligence necessary for hosting 
insurgent groups and communicate opportunities to destabilize the situation by committing 
terrorist challenges or actions that can incite and mobilize society’s perceptions of the enemy. 
Enforcement actions will be carried out by insurgents and criminal groups. Security authorities, 
police, prosecution are brought under covert influence in the region and are determined to act 
modestly, some are corrupted. 

Adverse impacts foreseen: The result of actions may seriously undermine the legitimacy 
of the authorities. Apart from the deep polarization in the society, setting up some segments at a 
very combative state in favor of the secession, these regions overall mood could strongly be 
against the perception of trust towards central authorities. This will support the creation of 
parallel authorities backed by paramilitary forces organized to defend the given regions and their 
specific interests, including possible minority (Russian language) rights. In effect there is a 
danger of external separation and determination of challenges in some areas of major social 
tensions resulted in human victims. Some of the regions (Gagauzia, Taraclia and Balti) could be 
effectively under the de facto mixed control of the paramilitary groups and self-named 
individuals with the support of the active segment of the population mobilized and present in 
public space. Local executive authorities buildings could be under siege or taken over. The 
spread of the instability towards Ocnita, Otaci as well as in Cahul could become reality.  

 

Mitigation measures to relevant concerns and vulnerabilities  

The set of mitigation measures explained under the previous scenario remains valid.  
                                                             
11 Sources in South of Moldova in Gagauzia state that criminal groups’ presence and influence increased over the 
last few years. Same observations are true for other regions as Balti – where drugs dealers exercise influence on the 
streets and in Police.  
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Regarding mobilization and active disobedience of some segments of the population 
against the central authorities through stimulating support for secessionist attempts certain 
actions are required by creating platforms and channels of the direct communication with 
different social groups. The presence of representatives of the central government with greater 
legitimacy in the affected regions is important as preventive actions. They can communicate with 
the public, set  up a framework for discussions  about minor problems of specific groups of the 
population, address other problems and progressively find small solutions.  Directing actions of 
the police, prosecution and security services who  stop illegal border crossings, the transport of 
armaments, smuggling in covert agents into the country  as well as also identifying the indentity 
of suspected insurgents and trained groups should become the key concerted effort to prevent 
trouble makers concentrating power in the regions. The formation of various communication 
channels with local politicians and local leaders such as through weekly meetings to determine 
the expectations and needs of the population is imperative where local authorities play a double 
role of the identifying, transmitting and solving the problems. Additional allocations are required 
for some imminent needs from central government in terms of providing immediate solutions. 
The role of the civil society organizations has become critical in smoothing communication 
between citizens and local and regional authorities. Means of soft-accountability and specific 
needs problems related are also necessary can be solved by engaging civil society organizations.  

The control of the flow of financial resources affiliated to Russian companies is 
necessary to prevent them being used to fund such groups outlined above and paramilitary units. 
Engagement of these companies and resources should be monitored to discourage use of their 
basis for the secessionist activities. Discrete identification of migration flows in specified regions 
of persons and groups suspected to be engaged in the covert and criminal activities, including 
those that control criminal groups, in the Russian Federation in particular, is vitally important. 
Experience shows that the most savage actions are carried out by these insurgents who have no 
consideration for the population and existing links and relations. The situation in Ukraine proves 
that criminally liable individuals trained in Russian special camps to carry out subversive 
activities are at the core of organizing violent and destructive groups. These are paid mercenaries 
that push the locals to cross the edge of no-return of normal actions. Close and active monitoring 
of these individuals and their movements is paramount for understanding their chosen targets and 
their preferred means of operations. Availability and access to arms becomes critical. Arms 
control and monitoring, including against the violent takeover of some specialized shops, 
tightening arms control regimes, increasing information about agents with Ukrainian 
counterparts and discrete collection of information becomes very important. The Cobasna arms 
stockpile in Transnistria and arms deposits in the military units are highly vulnerable.  

Regarding possible terrorist attacks, experience in the region shows that nothing is 
impossible. All means are to be employed with the most outrageous and sophisticated plans and 
attacks on civilians or protesting groups or known individuals is among the menu prepared to 
destabilize and provide the triggers of the protests. These cases and incidents are ready to be 
exploited to the maximum extent at the costs of the manipulation by Russian media or internal 
channels.  Forward thinking and thinking ahead of the possible scenarios is paramount. 
Identifying targets will require additional security measures. Prompt and professional counter-
information through media and by means of other communication is critical.  
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1.5 Maximum intervention scenario 
 

 Usually this intervention aims to challenge the massive destabilization in the country by 
achieving a state of civil war with the result of partitioning the country. The specific objectives 
are: 1) multiplying the centers of influence in the country by capturing the de facto power 
through use of force, 2) the maximum polarization of the interests of societal groups, 3) inducing 
a general state of chaos, cementing the state of authorities’ inability to carry out basic functions. 

A Maximum intervention scenario involves using a whole set of measures: 

- (1) diplomatic initiatives, 

- (2) political influences 

- (3) informational warfare , 

- (4) economic pressures , 

- (5) terrorist attacks, 

- (6) mobilizing groups for violent disobedience, 

and, additionally to the previous scenario: 

- (7) externally supported insurgency , 

- (8) targeted actions of forces and specialized groups, 

- (9) demonstration of excessive military power in the region. 

 

Intervention at this level involves emphasizing the use of measures of previous scenarios 
at the unprecedented level (1-6) and supplementing them with new measures (7-9). Measures 1-6 
are adjusted with virulent purpose and stated objectives. The rate of terrorist attacks is higher in 
many geographic areas and is growing. Public utilities and vital infrastructure could be attacked 
and rendered dysfunctional to an extent that is not limited to the territories specified in the 
previous scenario. Diplomatic measures are being employed to serve already specific objectives 
to tarnish the country’s leadership and actions as the extreme nationalist territory, intolerant to 
traditional values, exuberating the perception of the oligarchic elites who exploit the general 
population and the systematic oppression of minorities. . Apart from the mentioned arenas of the 
OSCE and the UN, new  grounds for action are paved as the CIS (of which Moldova is formally 
a member) as a discussion platforms.  

The most important method is launching new measures with the aim of profoundly 
destabilizing the situation. The intended situation to be created will be the result of the 
combination of the situation in Crimea - capture of de facto power in some Russophile regions - 
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total destabilization of the situation in other regions with target to lower degree of Russophile 
preferences??. In the first case the described steps may result in the creation of de facto parallel 
powers that subordinate current authorities to secessionist self-appointed networks or creation of 
the new parallel that either nullifies or totally obscures the legal authorities. Infiltrating and 
building up some limited military trained forces to strengthen the capacity of the disloyal or 
parallel authorities opposed to the central government is another tactical option. In the second 
case there will be an attempt to induce a combined Slov'yans'k – Donetsk (Ukraine) situation 
where the forced takeover of government buildings will be accompanied by the destruction of 
public objects in some cases.  

Implementation of this scenario can be achieved by completing the requirements set out 
by the illegal introduction of externally armed insurgent forces, actions directed at the armed 
forces ad units (with arm deposits to be taken over) and at the police to determine some of them 
to switch sides and cooperate with the parallel forces. For this purpose information on loyal 
forces provides intelligence to isolate or block them – and in case of the disloyal forces or units 
to determine their cooperation through corruption or threats to join the secessionist movement. 
Criminal groups are involved to channel financial resources and intermediate influences on 
political leaders or provide assertive behavior in public. Some financing from criminal groups 
and organized groups is also possible given as a result of the chaos, their increased grip on the 
region to smuggle or traffic or even wash-out records of the illegal activities by directing 
aggressive attention onto some of the uncorrupted officers and units. In the event of this 
scenario, criminal groups will benefit most by eased access to European markets, a coveted 
target for the interstate criminal groups.  

Applying this scenario will require the presence of the trained military groups that will 
form the core of the secessionist forces and subsequently of the secessionist offensive forces. 
Historic examples (beginning of 19 century) of the Tatarbunar-South Moldova violent appraisal 
offers pathways and the cultural basis for the actions. Several thousand people could provide 
substantial completion of the situation in many regions of the Republic of Moldova. The build-
up of several thousand people for the actions of terrorism, insurgency can be achieved by 
sourcing them from Transnistria, by groups composed of immigrants from the Russian 
Federation returning legally (trained in special camps in Russia) by insurgents and mercenaries 
through border, including those from Crimea or vacated by that time from Ukraine East – 
Ukrainian south-east border and Transnistrian administrative border being the most likely 
pathways to enter Moldova.  

A new measure and unusual manifestation of aggression will be the demonstration of 
military power in Transnistria through joint exercises of the authorities in the region and the 
Russian Federation. Joint exercises could be matched up with the unilateral Russian Federation 
air fleet forces demonstration over Moldova. The total number of armed forces could reach up to 
5-7 thousand soldiers. Military exercises may have the effect of terror on the one hand and on the 
other hand have the effect of mobilizing secessionist and subversive actions. 

Adverse impacts foreseen: The legitimacy of the central authority is the result of actions 
fully undermined. Public order is severely damaged based on an uncontrolled military force 
effectively managed by the separate bandit groups in multiple regions. In areas with Russophile 
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population de facto control is exercised by mix of the para-military authorities and the newly 
created parallel authorities – so called popular elected representatives - financed from external 
sources channeled through financial institutions or businesses loyal to Russia and informal 
channels of criminal groups. The State effectively does not control large territories. An important 
part of the resources and strategic objectives of infrastructure are damaged. 

 

Mitigation measures to relevant concerns and vulnerabilities  

Regarding terrorist attacks, military groups, insurgents with separatist intent, intelligence 
and screening is required analyzing various types of people who cross the border, including 
among Moldovan labor migrants in Russia. Identifying and working with service owners that 
provide renting services, hotels, hostels on finding groups of unidentified men located and 
gathering for the scope of military and paramilitary exercises. Identifying people with military 
background who can be enrolled in subversive activity, identifying representatives’ of the 
criminal groups and mapping their intentions to provide direct or indirect support with the 
intentions to profit from it  requires a separate program of action. Meaning unclear 

Training and joint exercises of the military and police to handle the situation are of the 
utmost necessity. Transfer of technology and skills in counterterrorism activities under 
destabilizing conditions is needed now. Apart from the military and public order skills, 
intelligence analysis and formulation of strategy at the thinking level should also incorporate 
social, political and anthropological analysis skills and the same line of should be preserved 
down to the operational level and comprehensive cooperation on the ground with the civil 
society actors to communicate and link with the people.     
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2. Vulnerabilities and risks 
 

2.1 Social 
 

2.1.1 Social groups 

In this section we present a brief analysis of social groups that are vulnerable due to 
actions of extremist groups. 
 

Table 1. Social groups with high risks of vulnerability  

Social segments Vulnerability Level of 
exploitation 

Who to exploit Mitigation 

1. Elderly people 
(0.4 mln).  
 
 

Material support, 
perception of security, 
authoritarian models 

Small to medium, 
can mobilize itself , 
mobilization in 
urban settlements  

Leftist parties PCRM, 
PSRM 

Partially difficult - 
Social policy, social 
transfers, social 
services 

2. Unemployed, 
lumpen, irregular 
job holders, flee 
market sellers 
(0.2 mln) 
Survival, 
transactional 
interests, 
appraisal 

Survival, transactional 
interests, appraisal??? 

Medium to large, 
can ensure presence 
and violent 
behavior. Can be 
used to attack gov. 
buildings or 
peaceful gathering.  

People call extremist 
public (tactical 
challenge), criminal 
groups (outreach), 
patrons Russophile or 
transactional interest 
REVIEW 

Partially difficult - 
intensive 
communication 
activities and 
preventive 
prophylaxis?? 

3. Russophile 
population of 
which someparts 
are extremist and 
the largest 
segment is 
moderate (0.4 
mln)  

Identity association 
followed by polarization of 
opinion, fears, prefer 
authoritarian leader than 
democracy 

Low to high 
depending on the 
events and their  
outcomes 

People who govern the 
public in Russia 
followed by various 
associations and public 
figures. Predictable 
impact major 
(aggressive actions to 
set up parallel 
structures, what? calls 
to Russia). 

Difficult - Promoting 
preventive 
communication, 
prevention activities by 
extremist leaders, 
blocking positions and 
actors extremist groups 
communication 
training 

4. Gagauz 
autonomy 
population (0.02 
mln)  

Complementary perception 
induced by the non-
functionality of the 
autonomy ?? 

Medium to high, 
can provide public 
presence in the 
region, ensure 
referendums on 
independence, 
region Gagauzia 

Leading public figures 
public figures of Russia 
and the region with 
extreme tint. 
Predictable impact 
regionally 
determinative 
(manifestations of 
disobedience, calls to 
Russia) 

Difficult - Meeting the 
requirements to 
streamline the 
functioning of the 
autonomy system, 
regional information 
programs, negotiation 
profound bilateral 
involvement of 
international bodies 

5. Religious 
groups (0.02 mln)  

Affecting religious 
perceptions and traditions, 
fanatic perceptions, partial 
violence 

Medium. Public 
actions can provide 
presence, Urban 
large cities or 

Religious leaders in 
Moldova. Impact 
predictable 
environment (public 

Direct communication, 
involvement 
breakneck?? leaders 
with prevention 
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administrative 
district centers 

manifestations) activities 

6. Migrants from 
Russia (0.3 mln)  

Affecting economic 
interests in Russia, 
perception to project the 
responsibility upon the 
authorities from Moldova 

Medium, can 
provide public 
actions and 
aggressive 
intervention 
possible reason 
enrollments 
presence anywhere 
from large urban 
districts to  
administrative 
centers 12 

Russian leadership 
some people in the 
making, the influence 
of employers and 
criminal groups. Likely 
uncertain unpredictable 
major negative impact 
(may be insurgents, 
mercenaries and 
terrorists can organize 
public activities 
violent) 

Unclear! Studying and 
identifying actions are 
under the influence of 
Russian propaganda. 

     
 

Detailed description: 

1. Segment of the population of elderly people (about 400 thousand) who have paternalistic 
feelings and lament the past associated with Russia (expected support, security, 
recognition, authoritarian model of governance). This risk is to be mobilized and 
manipulated to create a status quo and secondly to cultivate and support action in the 
younger generation. The feeling is largely fatalistic and worships and is nostalgic for the 
past. 

2. Segment unemployed or partial work until age 45, but also illegal immigrants and activity 
to the market or are trafficked illegally  across the border (about 200 thousand). They are 
dissatisfied with life - difficult transaction handled by missing constraint standards, sense 
of survival prevails, can be mobilized for economic and opportunistic reasons. 

3. Russophile population segment, especially up to 35 years in some extremists (some 10 
000), and moderate (several hundred thousand, including Ukrainians, Russians, 
Bulgarians, Gagauz and Moldovan, etc). Model for enhancing awareness in part 
Russophile organizations some of which are religious organizations (part of the Orthodox 
Church in Moldova), in many cases using propaganda messages to mobilize and 
crystallize opinion in favor of justifying intervention in Ukraine13 and propose the default 
option of Eurasian integration for Moldova. Feelings are determined by preference, the 
educated (through the educational system of the Republic of Moldova in Russian 
language cultivating  Russian superiority)  and values the threat to the insecurity of the 
majority, now weak democratic values, afraid to lose the use of the Russian language 
skills given that the use Romanian language is weak. Attractive model of the macho 
power of the current Russian leadership). 

4. Gagauz segment - territorial regions of Gagauzia (has a similar population but with 
emphasis on the functioning and failure of autonomy, fueled by local politicians’ cultural 
autonomy). The population of tens of thousands can be mobilized for regional public 

                                                             
12 «Политики должны прекратить критиковать молдаван, работающих в России» 
http://www.vedomosti.md/news/aleksandr-kalinin-politiki-dolzhny-prekratit-kritikovat-mold  
13Журналисты выяснили, как Путин использует церковь в войне http://inforesist.org/video-zhurnalisty-
vyyasnili-kak-putin-ispolzuet-cerkov-v-vojne/  
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protests. The feeling of dissatisfaction and discontent derives from simple problems of 
poverty, inefficiency of the regional authorities and the central government. Bulgarians in 
Taraclia territorial segment, numbering several thousand people. 

5. Extremist religious segment is manifested by the presence of Russian imperialism14 
6. Migrants in Russia are over 0.3 million people working in construction, especially in 

Moscow and St Petersburg. Work is relatively safe for those with Russian passports, 
however Moldovans without the 2nd passport of the Russian citizenship legal employment 
is becoming more difficult. An important part of these get Russian passports. It attests 
conversion activities and working with this group of people to determine their options 
against the Moldovan authorities. 

2.2. Economic 
 

Table  2. Economic vulnerabilities 

 Vulnerability Grade/ risk of  
exploitation 

Actors Mitigation 

1 Price of gas imported from Russia 
(400 USD), possible rise of 50-
85USD (as in Ukraine), possible 
growth of 0.5 bil USD, percentage in 
cost structure of heating, etc. 
Transnistria dependent in 100% 
proportion. 

Medium to high 
(see recent 
Ukrainian example) 

Russian government, 
likely to destabilize 
social situation 

Partially countered by 
alternative pipe-line 
Iasi-Ungheni (not fully 
substitute completed?) 

2 Inflation rate and conception price 
rate (current 5-6%) higher risks given 
possibility of higher concerted 
behavior, rising up to 10-12% 

Small-medium Private sector actors in 
banking area controlled 
and concerted need diff 
word by Russian 
government, high risks 

Vigilance of national 
Bank and Competition 
Council (slow 
response) 

3 Embargos o wine and agricultural 
products (0.3 bil USD)  

Medium-high Russian government to 
destabilize social 
situation. 

Absence of 
countermeasures 

4 Reduction of transfers and 
remittances as prohibition of 
employment opportunities in Russia 
(0.3 bil USD) 

Medium-high Russian government to 
destabilize the social 
situation. 

Absence of 
countermeasures for up 
to 3-6 months 

5 Supplementary dependence of 
agricultural products exported to 
Russia if embargo imposed (0.2 bil 
USD) 

Small-medium Russian government to 
destabilize social 
situation. 

Search for alternative 
markets  

 

1. Gas price  

The current price of gas is close to $ 400. The largest consumers of natural gas in Moldova 
are heat the producing units in Chisinau and Balti 15. The percentage of the cost of gas in the 

                                                             
14 http://unimedia.info/stiri/-15240.html  
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price of heating or other products is significant, therefore an increase of gas prices by 10% will 
subsequently have affects the price for utility consumers and lead to social problems. The Board 
of Moldova -Gaz can propose additional expenses subject to approval by the ANRE (Moldovan 
Energy regulator) and as such dozens if not hundreds of millions will be able to to raise gas 
prices for the end consumer (the public). 

Gazprom has a strong hold on the price of natural which it supplies and there is no alternative 
for Moldova For the gas supplied by Gazprom and the lack of alternative, lever that holds the 
Russian Government on raising the price of natural gas is one efficient. The Moldovan 
government’s capacity for gas production is limited and the prospect of an alternative source of 
natural gas is very limited, given supply through the Iasi-Ungheni pipeline will not be 
commissioned until Autumn 2014 (new deadline indicated in September-October 2014). ANRE 
can only recognize justified expenses, yet some economic interests and lobbyists to the ANRE 
Board of Directors can insert additional expenses into the final bills of the consumers.   

Exchange rates, consumption price  

Rising inflation particularly sudden to 10% can affect the attractiveness of foreign investment 
and domestic investment trust. Bank predicts inflation of 5-7% in 201416. Consumer price index, 
is set within 5-6%17 this rate generally follows rate of inflation. Increasing consumer price index 
level above 10% can have social consequences and costs of unrest in society. In both cases the 
purchasing power may decrease. Rising inflation can be determined by several factors 
speculative: 1) monetary expansion, 2) speculation on the foreign exchange market or character 
input cost changes and demand for services. In the latter case inflation will have a character 
quickly and suddenly. Causes speculative require attention.  

Expanding money volume on the market  – lei -  can be determined by the behavior in the 
financial market where numbers and their influence or when there is significant concerted effort 
on their part. Extending aggressive lending policy (inclusively offer of credit from foreign banks 
on the domestic market through banks), concerted buying euro and the dollar. The high interest 
paid on Moldova’s negative current account and regional instability (induced or national) can 
result in a strong flow of investment and capital in the country and could increase the rate trend 
of inflation. 

The National Bank of Moldova’s ability to interfere with negative monetary interventions 18 
can be delayed when several factors are at play. The Competition Council will be unable to act 
swiftly in order to mitigate the effects. 

 

2. Embargos of agro products 
 

                                                                                                                                                                                                    
15 http://www.moldovagaz.md/news/ro/2014/march/article263, SA „CET-1”, SA „CET-2” and SA „Termocom” are 
again in top outstanding payers  
16 https://www.bnm.md/md/inflation_forecast  
17 http://www.statistica.md/pageview.php?l=ro&idc=335&id=2344  
18 http://www.bti-project.org/fileadmin/Inhalte/reports/2014/pdf/BTI%202014%20Moldova.pdf  
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- Wine 
 

In September 2013 the largest volume of Moldovan exports bound for the Russian market 
was wine (over 24.8 million liters, or over 30 %, about 190 million dollars). The embargo was 
not high and most likely will not be raised (until?)or 2014 (although wines can be exported to 
some extent through Gagauzia and Transnistria). Reorientation towards European markets allows 
partial compensation of losses. The embargo can have an impact of millions of dollars of losses 
to the economy. . The embargo is an already known fact and will not result in a powerful effect. 

The authorities' ability to cope in unlocking embargos is limited because the solution is 
political (secondary export argument can be solved by inspection tool). The political solution is 
given preference /to reinvigorated regional elite entrepreneurs and Gagauzia which will further 
incentives to excel waters breakaway posts ??. 

 
- Other food products and agriculture 
 

Fruit and vegetable food products are subject to an embargo. The embargo results in the 
loss of millions of dollars to the economy.  

 

4. Reduction of transfers and remittances 

Between 0.6-0,9 million Moldovans work in the Russian Federation, primarily in  
Moscow and St. Petersburg with annual remittances totaling nearly 1 billion dollars 19. Up to 0.2 
million of Moldovans employed in Russia could be subject to deportation from the territory of 
Russia due to violation of stay.20 The effect of reduced remittances could reach 30%, or 0.3 
billion dollars, particularly on geographical areas which maintain traditional ties with Russia 
(Russian speakers) and those with an insufficient population to meet economic needs. The 
decisions made by the border control and immigration authorities of the Russian federation are 
not within control of the Moldovan government. 

5. Dependence of exports to Russia 

Dependence of exports to Russia is 26% (0.2 billion USD)21,22 of which 10% is made up 
by agricultural products, i.e. medicinal products (5%), engine accessories, accessories and 
textiles (5-6%). A possible total embargo is unlikely as exports to Russia are small and would 
have a limited social effect. However this option can be seen in the worst scenario possible. 

 

                                                             
19 http://www.carim-east.eu/media/CARIM-East-RR-2013-25.pdf  
20 http://www.interpretermag.com/almost-200000-moldovans-will-be-denied-entry-into-russia/  
21 http://en.wikipedia.org/wiki/Economy_of_Moldova  
22 http://www.berlin-economics.com/download/policypapers/Moldova_PP_03_2013_en.pdf  
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2.3 Political 
 

Table  3. Political vulnerabilities table 

 Vulnerability Potential use Who to exploit Mitigation 
1 Political parties’ satellites to 

Russian Federation (Social Party of 
Moldova, Partidul nostrum, PSD-
Social Democratic Party ) – 3-4% 
with some capacity to mobilize 
population 

High risk Russian elite cycles  easy 
to manipulate 

Control the source of 
financial allocations, 
bar the set-up of the 
separatists groups or 
militants with open 
separatist intentions 

2 Parties with an ideological 
orientation towards the East and 
Russia (PCRM) – 35% of electorate 
with capacity to mobilize 
population 

Medium-high risk Can be manipulated via 
secret agents and 
undercover of Russia 
agents 

To control by 
regulation, professional 
regulations associations 
content 

3 Behavioral models that praise 
dictatorship (Putin) 60% popular 
with low resistance of 
independence  

Medium risk Can be manipulated via 
media 

Decrease of exposure 
of these models and 
counter present 
democratic  attractive 
models 

 

1. Promoting political interests through satellite parties 

Among the parties that depend on financial and ideological support from the Russian 
government or Russian oriented circles are the PSRM (Socialist party), Partidul nostru 
(R.Usatii), Party of Regions and others. PSRM enjoys support 3-4%, other parties are 
insignificant.23 Concerted actions of these parties can effect public perception and combined with 
other factors some actions may cause a partial perception of support for the Russian agenda.  

Partidul nostru and PSRM are easily manipulated by the Russian Federation. 

1. Promotion interests through parties ideological pro-Russian orientation  

Among the parties consistent with the doctrinal position of the Russian Federation is the 
Communist Party (PCRM). PCRM is a party with the support of at least 30-35% of voters who 
have a strong influence upon the electorate living in rural areas, the poor and ‘Russophile’ 
segments.24 It can generate significant public support for Russian actions, provide legitimacy and 
voice the interests of the Russian Federation. PCRM has ties with major trade and religious 
circles in Moldova.  

PCRM aggressively promotes a pro-Russian stance and also strongly  influences the 
penetration on some party members is significant ?? , it is possible courtship pro-Russian 
interests and as the experience of April 2009 in terms of major vulnerabilities is manipulated and 

                                                             
23 http://www.ipp.md/libview.php?l=ro&idc=156&id=681&parent=0  
24 http://www.ipp.md/libview.php?l=ro&idc=156&id=681&parent=0  
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blackmailed. If the Communist leader Voronin leaves the party, it will become weaker and 
subject to manipulation from abroad.3. The influence of the behavioral model the perception ??25  

 Autocratic and dictatorial behavior patterns exhibited by Putin (70%) are popular in 
Moldova. A strong state and a  paternalistic model of organization are the preferred choice for 
many of the electorate. At least 40% of respondents in a recent survey (2014) saw Russian’s 
takeover of Crimea as justified. This phenomenon can capitalize on significant support while the 
media will launch pro-Russian propaganda attacks on the country. 

 

2.4 Informational  
 

Table  4. Table of informational vulnerabilities 

 Vulnerability Potential use Actors  Mitigation  
1 Propaganda: 1) Первый канал, 1tv.ru 

(Prime.md), 2)  НТВ, ntv.ru (tv7.md), 30 
Россия 1, russia.tv (canal3.md)  

High influence. 
Russian Federation  
is likely to use these 
channels 
extensively (see 
example of 
Ukraine)  

Russian 
government  

Audiovisual Council 
can regulate and 
restrict some programs 
and news. Local 
providers can also 
block some programs 
subject to  contractual 
relationships. 

2 Int’l: 1) https://ruptly.tv/,  
youtube.com/user/RuptlyTV, 2) http://rt.com, 
youtube.com/user/RussiaToday 

International 
influence 

Russian 
government 

No influence 

3 ВКонтакте, Одноклассники, Facebook  Moderate influence, 
particularly used tp 
mobilize some 
extremist group 
who can use social 
media effectively  

Russian 
government, 
extremist groups 
(evidence shows 
many groups) 

Possibility to 
counterbalance the 
effects through 
dissemination of 
positive and truthful 
information  

4 Dissemination from person-to-person in 
public transport, busy and crowded places 
such as markets and stations, also public 
transport and taxis 

Influence is 
relative, yet 
facilitates the 
expression of ideas 
in public 

Private actors 
promote interests 
and erroneous 
information 

Difficult to control, can 
be counter balanced by 
dissemination of public 
information and use of 
similar public 
information 

 

1. Intensive propaganda from outlets and pro-Russian media 

Broadcasting outlets in Moldova Rebroadcasting in Moldova Influence 
1.Россия 1, http://russia.tv/ 
(ВГТРК) 

http://www.canal3.md/   

2.Россия 24, http://www.vesti.ru/ 
(ВГТРК) 

  

3.НТВ, http://www.ntv.ru/ http://www.tv7.md/  Popular with younger population 

                                                             
25 http://www.ipp.md/libview.php?l=ro&idc=156&id=681&parent=0  
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(Газпром-Медиа)  
4.Первый канал, http://www.1tv.ru/ 
(Правительство России (75 %)) 

http://www.prime.md/  Most preferred in rural areas and 
with the elderly  

5.Общественное телевидение 
России (ОТР), http://www.otr-
online.ru/  

  

6.Komsomolskaya Pravda v 
Moldove, Kommersant Moldovi, 
Moldavskie Vedomosti, 
Panorama,Priznanie Foundation, 
Novosti Moldova press agency. 

  

 

2. Dissemination of information through social networks is harmful 

Disseminating extremist information and propaganda messages is highly developed. There 
are specialized centers for the dissemination of propaganda messages and inaccurate attacks on 
posts or opinions of vulgar language without any propaganda value to the discussions. These 
three social networks are targeted dissemination of information especially in conditions at which 
the Internet is Moldova 2 information source population according to recent polls. 

Social networks authority references Frequency 

Facebook  6 848 200 194 2 

ВКонтакте  228 894 192 21 

Одноклассники  56 107 294 70 

 

The Russian Government allocates significant resources to maintain and finance dozens 
of groups of editors and contributors t who comment in different languages and provide 
propagandist content and manipulate opinion via social media networks. Fictitious identities 
known as ‘trolls’ are created beforehand to permeate a stream of comments by coordinating 
erroneous information to ensure communication is facilitated according to their objectives.. 
Moldovan society is able to face these challenges and fight effectively loses information warfare. 

 
3. Spread and dissemination of the damaging the overall societal environment from human- to-
human and places of mass agglomeration of people. 
 

Dissemination of information in crowded places such as markets, train and bus stations, 
is often used. Another well-known method is the use of mobile and individual transportation 
services such as taxis and shuttles through which messages can be spread individually and via 
small groups. Private networks and data are subject to infiltration from different carriers of 
information.  

Capacity to resist is small and hardly controllable. 
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2.5 Reduced trust in public authorities 
 

Table  4. Table of vulnerabilities of the authorities 

 Vulnerability Grade of exploitation Actors Mitigation 
1 Low support and trust in 

authorities’ 30% and political 
elites in Moldova, and support of 
more than 60% for Putin and only 
40-50% for European leaders, 
western leaders. Paternalistic 
expectations, and desire for 
support. 

Paternalistic expectations, 
and wish for support. 

Politicians 
intending to 
destabilize the 
situation, groups 
intending to hijack 
the situation. 

Preventive presence to 
promote stability of citizens 
and citizens' associations. 
Ability of authorities to 
intervene and manage is 
limited by low confidence. 

2 Corruption is in top 5 of what??, 
and quality of public services is 
perceived as very low. 

Can be exploited with 
resulting high damage to 
authorities with a formal 
justification of acting 
against who?? 

Stakeholders in the 
exploitation and 
destabilization 
issues 

Actions involving 
communication with various 
groups to identify problems 
and facilitate solving 
specific problems, 
promoting presence in 
public authorities 
accountability to citizens. 

 

1. Trust in public institutions and public actors  

Confidence in public institutions, apart from local authorities is very low, totaling just 
over 20%. Confidence in the political elite in general (leadership and opposition parties) is quite 
small 26. Poverty, high prices and unemployment are the main concerns of the population and 
over 30% state they have an insufficient for basic needs. Low confidence in the authorities, the 
police and security forces are ranked on a scale with the figure of 30% gives the population 
uncertainty and uncertain support for threatening the country.  

Large parts of the population have expectations of a strong state that can protect them 
according to a paternalistic model of the past (figure?) while another part wants to be identified 
with a strong state of Putin (almost 60%). However, identification with a European and 
American of governance is estimated to have a 40-50%.  

2. The capacity of the state to promote fair and effective policies and serve the needs of people is 
weak 

Corruption is high and in the top 5 issues that strongly affect society. The quality of 
services and activities  provided by the govern authorities are also at stake as being criticized. 

 

                                                             
26 http://www.ipp.md/public/files/Barometru/Brosura_BOP_04.2014_prima_parte_final-rg.pdf  
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2.6 Military  
 

1. Use of direct military force and in combination with the military forces from Transistria 

Armed Forces of the Russian Federation in Transnistria number over 2000 troops and dozens 
of armored vehicles, including tanks.27  These forces coupled with potential breakaway armed 
forces have superior capabilities than of the armed forces of the Republic of Moldova.  

2. Reduced military capacity of Moldovan military forces  
 

Moldova has no military forces to organize an effective defense policy or to coerce its 
citizens. 

  

                                                             
27 http://www.aljazeera.com/indepth/interactive/2014/05/interactive-russia-foreign-military-bases-
201459104513678477.html  
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3. Range of actors 
 

3.1 Extremist groups  
 

 Extremist groups are less visible but are still present in Moldova. These are concentrated 
in sports clubs and closed groups of paramilitary activities. Ultra nationalist pro-Russian 
Chernosotentsi or Black Hundreds are active.   

 Political parties develop links and create and mobilize assertive groups that serve as 
active paramilitary groups.28  

 The Moldovan Orthodox Church is known by the many affiliated extremist groups that 
attack nonorthodox religious groups.  

These groups are likely to cooperate in the event of the concerted mobilization of workers 
estimated to be several thousand nationwide. On the regional level the can supply hundreds of 
workers ??.  

  

3.2 Moderate groups 
 

There are a large number of pro - Russian organizations that can be defined as a moderate 
organizations that do not challenge the loyalty of Moldova but insist on the rights of Russian 
speakers, an important role of the Russian language, including as a second official language. 
These associations meet and foster relationships with different groups of journalists and 
journalists, youth and students, veterans groups and older people. 

Although these groups are largely peaceful, they promote certain messages of 
differentiation, which may form imperialistic (Russian) with an often subtle background and 
undertake favorable extremist-oriented activities or that serve as hubs, collecting and recruiting 
to extremist movements. The resource is ideological mobilization, providing a sphere of outreach 
and in some cases gave activation basin vote for the pro- Russian and also against European and 
democratic orientation, especially considering that Russian speech becomes very conservative 
and essentially anti-European and not democratic. 

Moderate groups are mostly financed from Russian sources and thus follow the logic of 
the Russian state, including the rejection of democratic values , claim to total power of 
cultivation ??  and conservative selected values, symbols and ideas to promote Russia’s 
imperialist intentions. 

Analysis and experience of the activities of these organizations in Crimea and Ukraine 
demonstrates that if the overall situation becomes more polarized and extreme  with a 
                                                             
28 PCRM recently created affiliated AntiFa group composed of the young people capable of  carrying out public 
actions activities and body-guard functions.  
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polarization of opinions and propaganda attacks from the Russian Federation, it convinces 
mostly moderate groups adopt a more extreme pro-Russian stance.. The information within 
groups and associations reveals a high degree of mobilization and alienation of members’ 
relations with Moldova as a state. Their degree of integration into Moldovan society, to the 
detriment of the national public interest likelihood of radicalization is particularly alarming. Pro -
Russian groups include: Liga Tineretului Rus, Congresul comunităilor ruse, Общественно-
политического движения "Равноправие", etc.  

 

3.3 Extremist religious groups  
 

 Extremist religious groups are part of the Moldovan Orthodox Church and form different 
associations. Many affiliated extremist groups that attack non-orthodox religious groups are 
known by the Moldovan Orthodox Church.  

Sfinta Matrona religious association is a religious group with direct affiliation to  pro-
Russian imperial religious groups. 

 

3.4 Externally affiliated groups  
 

 Big businesses with the Russian Federaation is the reality in many sectors of the 
Moldovan economy: the wine industry, banking and financial industry (recent acquisition of the 
Banca de Ecnomii by the Russian government controlled Vnesheconombank, Unibank, 
Moldincombank), MoldovaGaz, Metallurgical Plant in Ribnita, Cuciurgan Electricity plant 
networks, the supermarkets chain Pyaterochka "5", Chisinau Airport, retail and food sales 
companies. 

Major investments of the Russian Federation are present in all sectors thereby forming a 
chain of influential companies employing thousands of people.  

Moldova's economy is very small compared to the economic and financial capacity of the 
Russian Federation and cannot be excluded as possible concerted efforts and opportunistic 
economic stability, channeling financial resources important for some groups, including non-
governmental groups. 

 

3.6 Criminal groups  
 

 There are a number of organized criminal groups operating in the Republic of Moldova. 
Recently there have been claims that their activity has increased. Their interests are stated to be 
mostly dealing with criminal groups in the east and the west. Drug trafficking and arms 
operations are the preferred activities of organized criminal groups in the East and therefore the 
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opportunities to destabilize the situation in order to smuggle drugs and weapons through this 
region are attractive. Organized criminal groups in Moldova are enrolled by opportunistic similar 
groups in the East by Russia and Ukraine in order to provide necessary information for contacts, 
intelligence and communication that support the shadow economy and some segments of the 
population. Organized criminal groups specializing in trafficking humans networks are 
connected to the West, although lately their influence has declined. 

It is considered that the shadow economy is at least 50 % of the country's economy with a 
substantial share belonging to criminal gangs. Deposit of arms in Cobasna (Transnistria) 
belonging to the Russian army contains substantial ammunition, offering huge opportunities for 
criminal groups that can capitalize on destabilization in the region or concerted destabilization 
resulting in the release of large amounts of ammunition. The estimated flow of illicit money 
outside the country is estimated at 200 million USD annually. 29. 

 

 

  

                                                             
29 http://iff.gfintegrity.org/iff2013/Illicit_Financial_Flows_from_Developing_Countries_2002-2011-HighRes.pdf, 
pagina 32, 2011  
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4. External intervention  
 

4.1 Current Strategy 
 

Various analytical centers predict possible interference by Russian authorities in Moldova. 
Their principal goals are to subject Moldova and other countries in Eastern Europe 30, 31, 32 to 
permanent influence of the Russian Federation. Russia focuses virtually all the resources and 
assets of influence in Moldova 33 by: economic means (customs union expansion and 
incorporation preferences in Transnistria and Gagauzia, gas infrastructure, trade), military means 
(military base in Transnistria), political means (de facto control over part of the territory of 
Transnistria supported defining, cultural and research centers Russian - Russkij Mir) and social 
means (the population of Transinitria and the significant  Russophile population in the rest of 
Moldova).  

These goals can be achieved by: 

1. Maintaining a military presence in Moldova to ensure that Moldova will never have a 
closer relationship with NATO. 

2. Prevention of Moldova's European integration. Russia is trying to determine the direction 
of reorientation towards Eurasian integration by blocking the signing of the Association 
Agreement and Free Trade Agreement with the EU. 

3. Transnistrian settlement in 2003 Kozak Memorandum formula by forming asymmetric 
federation, maintaining military forces in the region, destabilize the situation in Gagauzia 
is still a tool. 

4. Use of economic instruments to persuade elites in favor of pragmatic benefits (price of 
gas, importing wine and agricultural products, etc.). Agricultural exports to Russia 
increased from 22% in 2009 to 28% in 2011; the same time the EU went down from 52% 
to 49% with the trend in 2013 reversed in favor of EU. In the same period wine imports 
were liberalized. However, the mechanism for selecting the importers’ manufacturing 
operations in Moldova remain in force and in particular target some political groups in 
Moldova (economic interests). Pressures are also exercised for not signing the 3rd 
European Energy Package (separating the manufacturer and supplier) and annual gas 
contract negotiations. 

5. Use of popular television stations in Moldova that EU integration is more of an illusion 
than a reality the real benefits are derived only from Eurasian integration (Russian state 

                                                             
30 http://www.osw.waw.pl/en/publikacje/osw-commentary/2012-04-19/russias-strategy-towards-moldova-
continuation-or-change  

31 http://www.ecfr.eu/publications/summary/can_moldova_stay_on_the_road_to_europe303  

32 http://www.aljazeera.com/indepth/opinion/2014/05/moldova-europhile-aspirations-
201451861529627450.html?fb_action_ids=753280308050265&fb_action_types=og.recommends&fb_source=other
_multiline&action_object_map=%5B717606371616541%5D&action_type_map=%5B%22og.recommends%22%5
D&action_ref_map=%5B%5D  
33 http://mondediplo.com/maps/fortressrussia  
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channels and print media). The Russian Orthodox Church promotes the so-called Russian 
world center in Moscow. What is this? 

4.2 Instruments of external intervention 
 

In this section we propose a description of the possible intervention measures that make 
up part of the hybrid warfare strategy - sophisticated, comprehensive and multi- dimensional 
actions and means to exploit whatever vulnerabilities a country has and to destabilize it. The 
following are methods to achieve their objectives: 

1) diplomatic initiatives (isolation and marginalization, creating dominant positions in key 
international fora, nurturing the country's image as a counter to European values i.e. fascist 
movement feature in the 1930s period, , nationalist and corrupt-oligarchic), review 

2) political influences (mobilizing political support of parliament and outside parliamentary 
opposition, creating currents and crystallization of pro-Russia centered movements who are 
able and capable to destabilize the country), 

3) Informational warfare34 (using  TV stations, internet and national positions  to manipulate 
public opinion, help  polarize public perceptions, to cultivate an sense of fear, form a 
scenario of favorable perception and other actions, speculation and forgery to induce damage, 
amplify stereotypes, destroy critical capabilities analysis, climate degradation discussion 
simple black and white options, diversion of realities with targeting activities that may 
demoralize the military or police or group in society to determine support for actions at 
aggressive formation informational advantage in some critical moments), 

4) Economic pressures (gas prices, destabilizing exchange rate, concerted actions in domestic 
markets, extensive embargoes of exports, freezing of bilateral cooperation), 

5) Terrorist Attacks (the objects of symbolic importance to destabilize the situation to cause 
tensions in society, infrastructure damage included transport , water, electricity , including 
limiting police movements, blocking causing large amounts of deaths in throwing shadow 
over the security forces or groups under eccentric to blaming their status),  

6) Mobilization  of groups and segments of society for forced civil disobedience (based on the 
intense propaganda, exploitation of fear and polarized opinions, attacking moderate groups 
and segments of the society to push them into an extreme position, by using examples of 
incidents and accidents caused by faked and erroneously presented actions by the authorities 
or threats  by possible actions of the authorities as a retaliation, capitalizing and 
radicalization of the minor concerns of the society by inserting radical and extremist leaders, 
providing the basis of the take-over of state building, blocking roads, etc), 

7) insurgency supported from outside (foreigners or mercenaries in the country, forming core 
groups supplemented with the natives rendered paid services in order instability , creating 
chaos including using people in Transnistria and returned migrants and work, capturing and 
creating centers of influence and of insubordination, promoting alternative centers of power 
by creating police and power , limiting access to government forces , eroding influence of the 
government that forces create facial regions for the operation to exploit opportunities 

                                                             
34 Most recent assesment of Russian intervention against Ukraine  
http://www.osw.waw.pl/sites/default/files/the_anatomy_of_russian_information_warfare.pdf  
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rupurilor criminal illegal and criminal, including the challenge to create deadly accidents 
involving persons of civilian to be seen as unacceptable in society),  

8) targeted actions of forces and specialized groups ( blocking or final takeover of public 
buildings including using people in Transnistria and returned migrants and work , promoting 
the creation of alternative centers of power and police power , limiting access to government 
forces , erosion of the influence of government forces create facial regions for the operation 
rupurilor criminal illegal and criminal to exploit opportunities including creating a sense of 
presence in wide areas of the country),  

9) Demonstration of excessive military power in the region (military demonstration by testing 
and military training in Transnistria , to activation and of support from other groups of the 
population). 

10) In order to achieve the strategies a mix of methods are used and a set of actors having certain 
geographical target region or country as a whole and influence target certain population 
groups , the elites of the country or society at large.  

For the purposes of collection activities tactical information and intelligence are 
necessary. These activities can be carried out by deep penetration of informants into the 
security services and public order using existing vulnerabilities , including purchasing 
information and data . Using the information needed to identify criminal groups or 
individuals in public institutions to provide information or disable their work properly is 
another possibility.  

Tactical purposes can be used and actions to murder or killing of key individuals or 
regional leaders , including for the purpose of challenging the police blame and cause 
mobilization of opponents . Sabotage activities and disobedience  using force and arming are 
often used to promote parallel structures . 

 


